NudopmanuonHas mnaMsATKA I 00y4AIOIIMXCH
no 0e3omnacHoii padore B cetu UuTepHer

C KaXJIbIM I'OJOM MOJIOACKH B I/IHTepHeTe CTaHOBUTBCA 6OJ'IBH_IC, da CTYACHTBI OJJHU U3

CaMBIX AaKTHBHBEIX II0Jb30BaTeleH PYHeTa. Memﬂy TEM, IIOMHUMO OI'POMHOI'0 KOJIMYECTBA

BO3MOXKHOCTEH, HTEepHET HeceT u mpobiaemMbl. JTa MaMATKa J0JDKHA MOMOYb Tebe 0e30macHo

HaxXoaAuTbhCsA B CCTH.

Komnvromepnuie eupycot

KOMHBIOTepHBIﬁ BHPYC - 3TO PAa3HOBUAHOCTb KOMIIBIOTCPHBIX IIPOTr'paMM, OTIIMYUTEILHOMN

O0COOCHHOCTBIO KOTOPOH SBIISIETCSI CIIOCOOHOCTh K pPa3MHOXKEHHIO. B jomosiHeHne k 3Tomy,

BHUPYCBI MOI'YT ITOBPEANUTD UJIHU IMOJIHOCTBIO YHUYTOXKUTH BCC (baﬁﬂbl 1 JaHHBIC, TIOJKOHTPOJIbHBIC

IIOJIB30BATCIII0, OT HMCHH KOTOPOIo ObL1a 3alrynicHa sapancéHHaﬂ nporpamMma, a TaKXKe

MOBPEINUTh WM JaXKe YHHUUYTOXKHTH ONEPAIlOHHYIO CHCTEMY cO BceMH (ailmamu B 1enom. B

OOJIBIIIMHCTBE CITy4aeB PaclpOCTPAHSIIOTCS BUPYCHI Yepe3 HHTEPHET.

MGTOI[I)I 3alIUTHI OT BPCAOHOCHBIX ITPOrpaMm:

1.

Hcnonb3yil COBpEMEHHBIE ONIEPALIMOHHBIE CUCTEMBI, UMEIOILIUE CEPbE3HBIN YPOBEHD
3aIUTBI OT BPEAOHOCHBIX IIPOTrPaMM.

[TocTossHHO ycTaHaBnMBai matyu (UM(POBBIE 3aIUIATKHU, KOTOPbIE ABTOMATHUECKU
YCTaHABJIMBAIOTCS € LIEIbI0 JOPAaOOTKMU MPOrpaMMbl) U Jpyrue OOHOBIIEHUS CBOEH
onepanvoHHOM cucrembl. CKauumBaili WX TOJNBKO C OQHIMAIBHOTO caiTa
pazpabotunka OC. Ecam cymiectByeT peXHM aBTOMAaTHYCCKOTO OOHOBJICHUS,
BKJIIOUH €TO0.

PaboTaii Ha cBOeM KOMITBIOTEPE MO/] paBaMHM IOJIb30BaTENs, a HE aIMUHUCTPATOpA.
OTO HE TMO3BOJUT OOJIBIIMHCTBY BPEJOHOCHBIX NMPOTrpamMM HHCTAIJIUPOBATHCS HaA
TBOEM IEPCOHATILHOM KOMIIBIOTEPE.

Hcnonp3yil aHTUBHPYCHBIE IPOTPaMMHBIE IPOAYKTHI M3BECTHBIX IPOU3BOAUTENEH, C
aBTOMAaTHUYECKUM OOHOBIIEHUEM 0a3.

Orpannyb GpU3HUECKUl JOCTYI K KOMIBIOTEPY ISl TOCTOPOHHUX JIUIL.

Hcnonb3yil BHEIIHME HOCUTENU UH(POPMAIINH, TAKUE KakK (remika, AMCK Uiu ¢ailn u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHHUKOB.

He otkpriBaii komMnbroTEpHbIE (haiiiibl, MOJyYEHHbIE U3 HEHAJIEKHBIX NCTOYHUKOB.
Haxe Te ¢ailnbl, KOTOpble HpuUcial TBOW 3HaKoMbId. Jlydmie yTouHum y Hero,

OTHPABJIAJI JIM OH TeOe ux.

Cemu WI-FI

Wi-Fi - 3T0 He BHJ Iepeauu JaHHBIX, HE TEXHOJIOTHS, a BCETo JIUIIb OpeH 1, Mapka. Emre

B 1991 roxy Huaepnanackas kommnanus 3apeructpupoBana opens « WECA», uro o603Hauano

cnoBocouetanue «Wireless Fidelity», KOTOpbIi TepeBOAUTCS KaK «OECIIPOBOIHAS TOUHOCTHY.



Jlo Hamero BpeMeHM JoluIa apyras a0OpeBuarypa, KOTOpasl SBISETCS TaKOW xKe

TexHosoruei. 9to abopesuarypa « Wi-Fi». Takoe HazBaHHe ObLIIO TaHO ¢ HAMEKOM Ha CTaHIAPT

BBICITICH 3ByKOBOW TexHUKH Hi-Fi, 9T0 B mepeBojie 03Ha4aeT «BBICOKAs TOUHOCTHY.

Ja, O6ecrutaTHBIA MHTEPHET-AOCTYI B Kade, OTENAX U a’dporopTax SBISETCS OTIUYHOM

BO3MOXKHOCTBIO BbIx0/ia B lHTepHeT. Ho MHOTHE SKCnepThl cunTatoT, 4to ob1eaoctymnHbie Wi-

Fi cetu He saBiArOTCS O€30IIACHBIMHU.

CoBeTsl 10 6e30I1acHOCTH paboTe B 00IIeNOCTYIIHBIX ceTax Wi-fi:

1.

He nepenamaii cBoro nuunHylo uHbopMaiuioo depe3 obmenoctymubie Wi-Fi ceru.
Pabotast B HUX, jKeIaTeIbHO HEe BBOJAUTH NAPOJIU AOCTYIIA, IOTHHBI K KAKUE-TO HOMEpa.
Hcnonb3yit 1 0OHOBIISIIT aHTUBUPYCHBIE TPOrpaMMbl U OpaHaMaysp. Tem cambIM Thl
o0e3omnacuilb cedst OT 3aKayKu BUpYca Ha TBOE YCTPOUCTBO.

[Ipu ucnonb3oBanmu Wi-Fi otkmroun ¢ynkmuio «OOmmii goctyn k ¢ainam u
npuHTepam». [laHHas GYHKIUS 3aKppiTa MO YMOJYaHHWIO, OJHAKO HEKOTOPHIE
M0JIb30BATEIN AKTUBUPYIOT €€ [IIsl yA0O0CTBa HCIIONb30BaHUs B paboTe i ydebe.
He ucnons3yii nyonmuunenii Wi-Fi s nepenaun TUYHBIX JAHHBIX, HAIPUMEp, JUIS
BBIXO/Ia B COI[MAIILHBIC CETH WJIH B AJICKTPOHHYIO MOUTY.

Hcnonp3yit Tonbko 3amuieHHoe coeaunenue uepes HTTPS, a ue HTTP, 1.e. npu
Habope BeO-aapeca BBOAM UMEHHO «https://».

B wMmoGwibHOM Tenedone orkmoun  (yHkuuio  «[logkmouenne k- Wi-Fi
aBTOMaTu4ecku». He qomyckaii aBTOMaTH4€CKOTO MOJKIFOYEHUS YCTPOMCTBA K CETIM

Wi-Fi 6e3 TBO€ETO cornacus.

Couuaﬂbubte cemu

COHI/Ia.TII)HBIG CCTU aKTUBHO BXOJAT B HAITY )KU3Hb, MHOT'UC JIFOANU pa60Ta10T H )KUBYT TaM

noctostHHO, a B Facebook yxe 3apeructpupoBaH MUIUTHApP YETOBEK, YTO SIBISETCS OTHOM

CeIbMOIN BCEX JKUTENEH IIaHeThl. MHOrHE MOJb30BaTENIM HE IMIOHUMArOT, 4TO I/IH(I)OpMaLII/IH,

pasMCIICHHAad UMH B COLIUAJIBHBIX CETAX, MOXKET OBITh HaliJieHa U MCIO0Jb30BaHa KEM YroaHo, B

TOM YHCJI€ HE 00513aTeNIbHO ¢ OJ1aruMyu HaMEPEHUSMU.

OCHOBHBIE COBETBI IO O€30IACHOCTH B COMAJIBHBIX CCTAX!

1.

Orpanuub cnucok Apy3ed. Y T1eOs B Jpy3bAX HE JOJDKHO OBITh CIy4YailHBIX U
HE3HAKOMBIX JIFOJIEH.

3amumiail cBOI YacTHYIO Ku3Hb. He ykaswiBail maponu, TenedoHsbl, aapeca, HaTy
TBOETO POXKACHUS W JPYryH0 JUYHYI0O HHGOpMAIHIO. 3JIOYMBIIIJIEHHUKH MOTYT
WCIIONB30BaTh Jake MHGOPMAITUI0O O TOM, KaK Thl U TBOM POJMTENN TUIAHUPYETE
MPOBECTH KAHUKYJIBI.

3amuinai cBOK penyTaluio - IepKHU €€ B YUCTOTE U 3aJ1aBail cebe BOIpoc: X0Tem Obl
TBI, 9YTOOBI IpyTH€ MOJIB30BATENN BHJETH, YTO ThI 3arpyxaemisb? [logymaii, mpexae
YEeM YTO-TO OMYyOJMKOBAaTh, HAITUCATh U 3aTrPY3HTh.

Ecau Tel rOBOpUII C JTFOJIBMH, KOTOPBIX HE 3HACIIIb, HE UCIIOJIb3YH CBOE peaIbHOE UMSI
U APYTYIO TNYHYIO0 UH(DOPMAIIHIO: UMS, MECTO JKUTEIHCTBA, MECTO yueOBbl U MpoUee.
Nzberaii pazmenienus: pororpaduii B UuTEepHETE, T/I€ THI H300pa)KE€H HA MECTHOCTH,

10 KOTOpOfI MOKHO ONIPEACTINTE TBOC MECTOITOJIOKCHUC.



6. Ilpu perucrpanuu B COIMATBHON CETH HEOOXOIMMO UCIOIB30BAThH CIIOKHBIE TTAPOIIH,
cocrosye u3 OyKB v UQP U ¢ KOJTUISCTBOM 3HAKOB HE MEHee 8.

7. Jlnsa conmaibHOM CETH, MOYTHI M IPYTUX CAUTOB HEOOXOAMMO HCIOJIB30BATh Pa3HBIC
naponu. Torma, eciiv Te0s B3IIOMAIOT, TO 3JI0YMBIIIJICHHUKY TOTy4aT JOCTYI TOJIBKO

K OZTHOMY MECTY, a He BO BCE Cpa3y.

Dnekmpounvie 0eHbveu

DNEeKTPOHHBIE ACHBI'H — 3TO OYEHb YAOOHBIH cITOCcO0 MIaTexen, OJHAKO CYIIECTBYIOT
MOIIEHHUKH, KOTOPbIE XOTAT MOJIYYUTh 3TH JEHBIU.

DNEeKTPOHHBIE ACHBI'H MOSIBUIIMCH COBCEM HEIABHO U UMEHHO M3-3a 3TOI'0 BO MHOT'MX
rocyapcTBax Ji0 CUX I10p HE IPONUCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHM ()yHKIIMOHHMPYIOT M O HUX YK€ MPOIHUCAHO B 3aKOHE, TE X Pa3AeisioT
Ha HECKOJIBKO BHUJIOB - aHOHMMHBIE U1 HEAaHOHUMHBIE. Pa3sHuIa B TOM, YTO aHOHUMHBIE - 3TO TE€,
B KOTOPBIX pa3peliaeTcsi MPOBOAMUTH olepauuu 0e3 HIACHTU(UKALMM I0Jb30BaTels, a B
HEaHOHUMHBIX MJIeHTU(UKALKS 0Ib30BATEINS ABISETCS 0053aTEIbHOM.

Taxoke crnemyer pa3nuyarh IEKTPOHHBIE (PUATHBIC IEHBIH (PaBHBI TOCYAAPCTBECHHBIM
BaJIIOTaM) U AJIEKTPOHHbIE HEPHUATHBIE IEHbI'M (HE paBHbBI TOCYJapCTBEHHBIM BaJIIOTaM).

OcCHOBHBIE COBETHI IO 0€30ITaCHON padoTEe C MIEKTPOHHBIMU JIEHBTAMU:

1. TlpuBspku K cyeTy MOOMIBHBIN TeneoH. DTO caMblil yI0OHBIH M OBICTPBINA CIIOCOO
BOCCTAHOBUTH JOCTYHN K cdery. [IpuBsi3aHHBIN TenedOH MOMOXKET, eciu 3a0yaenib
CBOM IUIATEKHBINA APOJIb UJIU 3ai/Ielllb Ha CallT ¢ HE3HAKOMOT'O YCTPOMCTBA.

2. HWcnonw3yii ogHopa3oBble naponu. [locne mepexojga Ha YCHJICHHYHO aBTOPU3ALUIO
Tebe yxe He OyJIeT yrpokaTh ONaCHOCTb KPaXKH WIIM MepexBaTa MIaTeKHOTO MapoJis.

3. Bribepu cnoxsbpiii maponb. IIpectymHukam OyJeT HE MPOCTO yrajaaTh CIOMXKHBIN
naposib. HajesxHpie mapoiam — 3To mapoiii, KOTOPEIE CoJepKaT He MeHee 8 3HaKOB
BKJIFOYAIOT B ce0sl CTPOYHbIE M MPOMMCHBIE OYKBBI, HU(PPHI U HECKOJIBKO CUMBOJIOB,
TakMe Kak 3HaK Jojuiapa, (yHTa, BOCKIMLATENbHBIM 3HaK W T.n. Hampuwmep,
StRONg!;.

4. He BBOJIM CBOM JIMYHBIEC TAHHBIE HA CAaTax, KOTOPHIM HE JIOBEPSIEUIb.

dnexmponnasn nouma

DNEeKTpOHHAs MoYTa — 3TO TEXHOJOTUA U MPEIOCTABISIEMBIE €10 YCIYTH 0 MEPECHLIKE
U TOJYYEHHUIO SJIEKTPOHHBIX COOOIEHUM, KOTOPHIE PACHpeesatoTCs] B KOMIIBIOTEPHOM CETH.
OOBIYHO  DJIGKTPOHHBIA  TIOYTOBBIA  SIMUK  BBITJISAUT CIIETYFOIIUM obpazoM:
UMs_TIONB30BaTeNA(@HUMs_TOMeHa. Takke KpoMe IMepelayd MpPOCTOro TEKCTa, HMeEETCs
BO3MOXKHOCThH TiepeaaBaTh (aiiiibl.

OCHOBHBIE COBETHI O 0€30ITaACHON padoTe ¢ MIEKTPOHHON MOUYTOH:

1. Hano BbIOpaTh MpaBUIIbHBIN TOYTOBBIH cepBuc. B HTepHeTe ecTh OrpoMHBINA BEIOOP
O€eCIUTaTHBIX IOYTOBBIX CEPBHUCOB, OJIHAKO JIyYIlle JOBEPATh TEM, KOT'O 3HACIIb U KTO
IIEPBBII B PEUTHUHTE.

2. He yxa3pIBail B TUYHOH MouTe JUYHYIO MHGopManuio. Hanpumep, nydiie BoIOpaTh

«My3BIKaJIbHBIN _(panaT@» miu «pok2013» BMecTo «rémal3y;



Hcnons3yit ByX3TalHy0 aBTOPU3ALIKI0. ITO KOTJa HOMUMO NapoJisi HY>KHO BBOAUTH
KOJI, MpUChIJIaeMblid 10 SMS.

Br16epu crosxHbIM mapostb. {1t Ka)Xa0ro moYTOBOTO SIIIMKA JOJIKEH OBITh CBOM
HAJIC)KHBI, YCTONYUBBIN K B3JIOMY [1ApOJIb.

Ecnu ectb BO3MOKHOCTB HAIMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH OTY
BO3MOKHOCTb.

Hcnonb3yil HECKONIBKO MOYTOBBIX SINIUKOB. [lepBbld i1 4aCTHOW MEPENUCKU C
aJgpecaramM, KOTOPBIM Thl JIOBEpSCIIb. OJTOT OJJIEKTPOHHBIM aJpec He HaJIo
WCIOJIb30BaTh IIPHU PETUCTPALIUU HA POpPyMax M calTax.

He oTkpriBait ¢aiiasl 1 Ipyrue BIOKESHUS B MUChMaX JIa)Ke €CJIM OHU MPHUIIUIA OT
TBOUX Apy3ei. JIydre yrouHu y HUX, OTIPABIISIIN JIM OHU TeOe 3TH (aJIbl.

[Tocne okoHYaHUS paOOTHI HA TOYTOBOM CEPBHCE MEPE]T 3aKPHITHEM BKIIAJIKH C

caiiToM He 3a0yab HaOXKaTh Ha «BBIATHY.

Kubepoynnunz unu eupmyanvnoe uzoeeamenbcmeo

KubepOymnmuar — mpeciefoBaHie COOOMICHUSMH, COJCPKALIMMH OCKOpPOJICHHUS,

arpecCuro, 3aryruBanmue, XyJauraicrso, COuaJbHOC 60ﬁKOTHpOBaHHC C IIOMOIIBIO PA3JIMYHBIX

HHTCPHCT-CCPBUCOB.

OCHOBHBIE COBETHI 10 00pLOE ¢ KHOEPOYIIIUHTOM:

1.

He 6pocaiics B 60ii. JIydmmii crioco0: TOCOBETOBAThCS Kak ce0sl BECTH U, €CJIH HET
TOTO, K KOMY MOKHO OOpaTHThCS, TO BHadalle yCINOKOUThbCS. Ecnu Thl HauHelb
OTBEUYaTh OCKOPOJICHUSMHU Ha OCKOPOJICHHS, TO TOJBKO elle OOJbIIe Pa30xiKellb
KOH(JIUKT.

VYrpasnsii cBoel kubeppenyTaiuei.

AHOHUMHOCTB B ceTd MHUMasl. CyIIeCTBYIOT CTIOCOOBI BBISICHUTD, KTO CTOUT 32
AHOHUMHBIM aKKayHTOM.

He crout Bectu xynuranckuii o6pa3 BUpTyaibHOU ku3HU. IHTEpHET PUKCUpYET Bce
TBOU JIEUCTBUS U COXPAHSACT UX. Y TAJIUTh UX OyAET KpailHe 3aTpyIHUTEIBHO.
Co0mroait CBOIO BUPTYAIBHYIO YE€CTh CMOJIOY.

Urnopupyii enruHu4HbIN HeraTuB. OTHOPa30BbIe OCKOPOUTETbHBIE COOOIIEHUS
Jy4iie uTHOpUpoBaTh. OOBIUHO arpeccus MpeKpaaeTcsl Ha HaYalbHOM CTaaHH.

ban arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMH COOOIIIEHUSIMU, B COIIMATTbHBIX
CeTSAX €CTh BO3MOXHOCTH OJOKHPOBKH OTIPABKH COOOIIECHUN C OIpeaesIeHHBIX
aJIpecoB.

8. Ecmu 1Bl cBugerens kuOepOyminwHra. TBou JEHCTBHS: BBICTYNHTH IMPOTHUB
npecienoBaress, IMOKa3aTb €My, YTO €ro JCHCTBUS OLIEHUBAIOTCA HETaTUBHO,
MoJ/IepKaTh JKEPTBY, KOTOPOM HYXKHA TIICHXOJOTHYECKas IOMOIIb, COOOITUTH

B3pOCJIBIM O (haKTe arpeCCUBHOTO MOBEACHUSI B CETH.

Moobunvuotit menegon

CoBpeMeHHble CcMapT(OHBI W IUIAHIIETHI coaepkaT B ceOe BITOJIHE B3POCIbIi

(GyHKIIMOHAJ, U Telepb OHU MOTYT KOHKYPUPOBATh CO CTAl[MOHAPHBIMU KOMIIBIOTEPAMHU.



OpHako, CpeaCTB 3aLIUTHI JUTS TOXOOHBIX YCTPOUCTB MOKa 04eHb Majio. TecTHpoBaHUE U TIOUCK
ySA3BHUMOCTEH B HUX MPOMCXOJUT HE TaK MHTEHCHBHO, Kak s [1K, To e camoe kacaeTcs u
MOOHJIBHBIX TMPHII0KECHUIA.

CoBpeMeHHbBIE MOOMITBHBIE Opay3ephl yiKe MPAKTUIESCKH JIOTHATN HACTOJIbHBIC aHAJIOTH,
OJIHAKO pacmmpeHue (QyHKIMOHANA BIIEYET 3a CO0OW OONBINYIO CIOKHOCTH UM MEHBIIYIO
3aIIUIIEHHOCTb.

Jlaneko He BCce MPOU3BOAUTEIH BhITYCKAIOT OOHOBIICHNUS, 3aKPBIBAIOIINE KPUTHUCCKUE
YSA3BUMOCTH JJISI CBOUX YCTPOWCTB.

OCHOBHBIE€ COBETHI JIJISI 0€3011aCHOCTH MOOHILHOTO TeJ'Ie(bOHaZ

1. Huuero He sBiseTCs MO-HACTOAIIEMY OecIUlaTHBIM. Byabs ocTopokeH, Belb Korua
Tebe mnpeararoT OeCIUIaTHBIH KOHTEHT, B HEM MOTYT ObIThb CKpPBITHI KAaKHE-TO
IUIATHBIE YCIIYTH.

2. ymaii, mpexe ueM otnpaButh SMS, ¢poto uiam Buaeo. Thl TOYHO 3HACIIB, I/1€ OHU
OyAyT B KOHEUHOM UTOTE?

Heo6x01uMo 0OHOBIISATE ONEPAIIMOHHYIO CHCTEMY TBOETO cMapThoHA.
Vcnonb3yit aHTUBUPYCHBIE TPOrpaMMBbI JUIsl MOOUJIBHBIX TeJIe(OHOB.
5. He 3arpyxaii IpuI0)KEHHsI OT HEU3BECTHOI'O UCTOYHHUKA, BEb OHU MOT'YT COIEPKATh
BPEJIOHOCHOE MPOrpaMMHOE 0OecTiedeHue.
6. Ilocie TOro Kak Thl BBIWICIIB C CaiiTa, TJe BBOAMII JIMYHYIO HH(OPMAIIIIO, 3ali/1 B
HACTpOWKH Opay3epa u ymanu Cookies.
ITepuoanuecku MpoBepsiii Kakue IJIaTHbIE YCIYI'M aKTUBUPOBAaHbI HA TBOEM HOMEPE.
8. JlaBaii cBOif HOMEpP MOOMIIBHOTO TenedOoHa TOIBKO JIOASIM, KOTOPBIX THI 3HACUIb U
KOMY JIOBEpsICUIb.
9. Bluetooth nomxken ObITh BBIKIIIOUEH, KOT/Ia Thl UM He Mob3yelbes. He 3a0b1Bait

HWHOrJa IMpOBEPATH 3TO.

Online uzpui

CoBpeMeHHbIE OHJIAWH-UTPHI - 3TO KpPacOYHBIE, 3aXBaThIBAIOIINE pa3BICYCHHUS,
OOBEIMHSIFOIINE COTHU THICSY YEJIOBEK MO0 Bcemy MHUpY. UTpoku UCCIIenyIOT NTaHHBIA UM MHP,
00IIarOTCS APYT C APYTrOM, BBIIONHSIOT 3aJaHUsl, CPAXKAIOTCS C MOHCTPAMHU U TMOJTYYarOT OTIbIT.
3a yZ0BOJIBCTBHE OHM IJIATAT: MOKYMAIOT AKMCK, OIUIAYMBAIOT a0OHEMEHT WM MPUOOpEeTaroT
KaKHe-TO OIIIUH.

Bce ot cpenctBa mayT Ha TOANEpKAHWUE W PA3BUTHE WIPHI, a TaKKe Ha camy
0e30MacHOCTh: COBEPIICHCTBYIOTCS CHUCTEMBI aBTOPH3AIlUH, BBHIMTYCKAIOTCS HOBBIE MaT4H
(dpoBkIe 3aMIaTKH AJISE IPOTPaMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B 110100HBIX HTPax CTOUT OMACaThCS HE CTOJIBKO CBOMX COIEPHUKOB, CKOJIBKO KPaKU
TBOETO MapoJisi, HA KOTOPOM OCHOBaHa CHCTEMa aBTOPHU3AIMH OOJBITHHCTBA UTD.

OCHOBHBIC COBETHI 110 0€30IMaCHOCTH TBOETO HUTPOBOI'0O aKKayHTa:

1. Ecnm apyroii uTpok BeaeT ceds MI0Xo UM co3aeT Tede HEMPUATHOCTH, 3a0JI0KUpPYi
€ro B CITMCKEC UTPOKOB.
2. Tloxanylics aIMHMHUCTpAaTOpaM WIPbl Ha IUIOXO€ IIOBEJEHUE JTOT0 WIPOKa,

JKCJIATCIIBHO IIPHUJIOKUTL KaKHEC-TO JOKA3AaTCIbLCTBA B BUJIC CKPUHOB.



N o ok~ w

He yka3spiBaii muunyto nHpopmanuio B mpogaiiie urpsl.

VYBakail Ipyrux y4aCTHUKOB I10 UIPE.

He ycranaBnuBaii HeodunaabHbIE TATYA U MOJIBI.

Hcnonb3yi CIIOKHBIE M Pa3HBIE TapOJIH.

Jlaxe BO BpeMsi UTPbI HE CTOUT OTKJIKOYaTh aHTUBUpYC. [1oKa ThI urpaens, TBOM

KOMIIBOTCP MOI'YT 3apa3uTh.

QDuuiunz unu Kpaxca 1UYHbIX OAGHHBHIX

OOBIYHOM Kpan(eﬁ ACHET M JOKYMCHTOB CEroaHsa Yy>XE€ HHKOI0O HE YAWBHIIb, HO C

pPa3sBUTHEM I/IHTepHeT-TeXHOHOFI/Iﬁ 3JIOYMBIIIJICHHUKNU TICPEMCCTUIIMCE B  HMHTCPHET, U

MpoaOIKAKOT 3aHUMATHCA «THOOMMBIM) JACIIOM.

Tak mosiBHUIach HOBas yrpo3a: UHTCPHCT-MOIICHHUYCCTBA UJIN (bPIIJ_II/IHI‘, TJIaBHas 1ECJIb

KOTOPOro COCTOUT B IIOJYUCHUU KOHCI)I/II[GHI_[I/IEUILHLIX JaHHBIX MOJb30BATEICH — JIOTHHOB U

naposeil. Ha anrnuiickom si3pike phishing unraercs kak ¢pumuHr (ot fishing — priOHas 0B,

password — mapouis).

OCHOBHBIE COBETHI 10 0OpKOE ¢ HUIIUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Ecim Thl mojo3peBaeiib, YTO TBOSI aHKeTa Oblia
B3JIOMaHa, TO HEOOXOAUMO 3a0JOKHpPOBaTh €€ U COOOIIUTh AJMHHUCTPATOPaM
pecypca 00 3TOM Kak MOKHO CKOpee.

2. Vcnonb3yii 6e3onacHble BeO-CaliThl, B TOM YUCJIE HHTEPHET-MAra3uHoOB U OUCKOBBIX
CHUCTEM.

3. Hcrnonp3yil cinoxHble U pa3Hble Mapoiau. Takum oOpa3oM, eciau TeOs B3JIOMAKOT, TO
3JI0YMBIIIJIEHHUKHU [TOJy4yaT JJOCTYI TOJBKO K OJTHOMY TBOEMY IIPO(UIIIO B CETH, a HE
KO BCEM.

4. Ecnu Te0d B3oMaiu, TO HEOOX0JUMO IPEYIPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOpbIE
n00aBJIeHBl Y TE€0SI B JAPY3bsiX, O TOM, UYTO T€OS B3JIOMAaJUd M, BOZMOXHO, OT TBOETO
UMEHHU Oy/IeT pacchUIaThCs CllaM M CChIJIKM Ha (PUIIMHTOBBIE CAMTHI.

5. VYcranosu HanexHbii napoib (PIN) Ha MOOMIIBHBIN TenedoH.

OTxmroun coxpaHeHue naposis B Opaysepe.
He oTkpbIBail aiinsl u Apyrue BIOKEHUs B TUCbMaX J1aXKe €CJIM OHU ITPHILUIN OT TBOMX
npys3eil. Jlydine yTouHH y HUX, OTHPABIISUIN JIM OHU TeOe 3TH (aiibl.

Hugposaa penymayusn

[Mudposast permyranus - 3T0 HETaTUBHAS WM MO3UTUBHAs MH(OpMaLUs B CETH O Tebe.

KOMHpOMeTI/IpyTOH_IaSI I/IH(pOpMaI_[I/IH pasMCIICHHAad B MHTCPHETC MOKCT CCPbLC3HBIM 06pa30M

OTpa3uThbcs Ha TBOEH peanbHOU ku3HU. «{nupoBas penmyranus» - 370 TBOW UMUK, KOTOPBIN

bopmupyercs u3 uHpopmaiuu o Tedbe B UnTepHere.

TBOE MecTO KUTENbCTBA, yueObl, TBOE (PMHAHCOBOE TMOJI0KEHUE, OCOOEHHOCTH XapaKTepa

" pacCKa3bl O OJIM3KUX - BCE ATO HAKAIJIMBAETCS B CETH.

MHorue MOAPOCTKH JICTKOMBICIICHHO OTHOCATCA K Hy6J'II/IKaI_[I/II/I JIMYHOMN I/IH(I)OpMaI_II/II/I B

HHTepHeTe, HE ITOHHMas BO3MOXHBIX HOCHG)ICTBHﬁ. ThI JaX€ HE CMOXXCIIb A0oraaarbCsa O TOM,

yT0 (poTorpadusi, pazmerieHHas 5 JeT Ha3aj, cTajla IPUYMHON 0TKa3a NPUHATH TeOs Ha paldoTy.



KommenTapuu, pazmenieHue TBoux ¢otorpaduii 1 qpyrue IeHCTBUS MOTYT HEe HCUE3HYTh
Jake TI0cyIe TOT0, KaK Thl UX YAAJIWIIb. Thl HE 3Ha€lllb, KTO COXPAHUI 3Ty HHPOPMAIIHIO, [Tonaia
JM OHA B NOMCKOBBIE CHUCTEMbl W COXpAHWJIACh JU OHA, a IJIaBHOE: YTO MOAYMAaioT O Tede
OKpYKAroIIee JIOAM, KOTOPhIe HAUAYT M YBUAAT 3T0. HaliTu mHpOpMAIIMI0 MHOTO JIET CIYCTS
CMOJKET JI000M - KaK U3 JOOpBIX MOOYKIEHUH, TaK ¥ C HAMEPCHHEM NPUYUHUTH Bped. ITO
MOJKET OBITh KTO YTOIHO.

OCHOBHBIC COBETBI 10 3auTC I.IHd)DOBOfI peyTranuu:

1. Tomymaii, mpexxze 4em 4TO-TO IMyOJIMKOBATh U MepeaBaTh y ceds B 0yiore wiu B
COLIMAJIbHOM CETH.

2. B HacTpoiikax mpoduiisi yCTaHOBH OTPaHUYCHHUS HA IPOCMOTP TBOETO MPOGWIIS U €T0
COJICPKUMOT 0, CAETIAl €ro TOIBKO «IUIs APYy3eH».

3. He pasmemiait u He yka3bIBaii HHPOPMAIUIO, KOTOPAst MOKET KOT0-TH00 OCKOPOIATh

WY O0MXKATh.

Aemopckoe npaso

CoBpeMeHHbIE HIKOJIbHUKHU- aKTUBHBIE I10JIb30BaTENN IIUPPOBOTo npocTtpaHcTBa. OaHaKo
JTAJIEKO HE BCE 3HAIOT, YTO MOJIb30BAHUE MHOTMMHU BO3MOKHOCTSIMM LU(POBOro MHUpa TpedyeT
COOJIIOJICHHS ITPaB HAa MHTEIJICKTYaIbHYI0 COOCTBEHHOCTb.

TepMUH «HMHTEIJIEKTyalbHass COOCTBEHHOCTb» OTHOCHTCA K PazIMYHBIM TBOPEHUSAM
YeJIOBEYECKOr0 yMa, HAUYMHAs C HOBBIX U300pETEHUH U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha TPOAYKTBI W YCIyrd, W 3aKaH4YMBas KHHUramu, ¢ororpapusmMu, KHHOQWIBMaMH U
MY3bIKaJIbHBIMU IPOU3BEICHUSIMMU.

ABTOpCKHE IpaBa - 3TO MpaBa HAa MHTEJJICKTYAIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS
HAyKH, JTUTEPATypbl U UCKyCcCTBA. ABTOPCKHE MpaBa BBICTYIAIOT B KAYECTBE rapaHTUU TOTO, YTO
MHTEJJIEKTYaJIbHBIM/TBOPUECKUN TPy aBTOpa HE OYyAEeT HaImpacHbIM, JacT €My CIpaBeIMBbIC
BO3MOXKHOCTH 3apa00TaTh Ha pe3ybTaTax CBOETO TPyJa, HOJYYUTh U3BECTHOCTh M MPU3HAHUE.
Huxkro 6e3 paspelieHus aBTopa He MOKET BOCIIPOU3BOUTD €r0 MPOU3BEICHHUE, PACTIPOCTPAHSATS,
nyOJIMYHO JE€MOHCTPUPOBATh, IpOJaBaTh, UMIIOPTUPOBATh, IYCKaThb B MPOKAT, IYOJUYHO
UCIIOJIHSAT, IOKa3bIBATh/UCIIOJIHATE B AUpe UK pa3Meniath B UHTepHeTe.

Vcnonb30BaHue «IIMPaTCKOroy» MPOrpaMMHOI0 00€CTIeYeHUsI MOXKET MTPUBECTH KO MHOTUM
pHCKaM: OT IMOTEpPH JaHHBIX K TBOMM aKKayHTaM JI0 OJIOKHPOBKHM TBOEro YCTpOWCTBa, rie
yCTaHOBJICHA HeJleranbHas nporpamma. He cTouT Taxke 3a0bIBaTh, YTO CYLIECTBYET JI€TaJIbHbIE

n OecIIaTHBIE ImporpaMmal, KOTOPbIC MOKHO HaWTH B CETH.

O nopmane

CereBu4ok.pp - TBOW TJIABHBIM COBETUYMK B CETH. 371eChb THI MOXEIIb Y3HATh O
0€30MacHOCTH B CETH MOHATHBIM W JOCTYIHBIM SI3BIKOM, a MPU BO3HUKHOBEHUH KPUTHUECKOU
CUTyallul OOpaTUTHCA 32 COBETOM. A TaKXke MPUHATh y4acTHE B KOHKYpPCax M CTaTh CaMbIM

U(POBBIM TPaKIaHUHOM !



